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Model Supply Chain
Security

INSPECT PRODUCE
Model source, license, hash, loader, Al bill of materials, provenance record,
dependency, dataset, registry, and promotion license review, and registry control notes.

path.
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Models are artifacts. Treat them like code with provenance, integrity, and deployment risk.

Inspect the origin, license, format, dependencies, registry controls, fine-tuning data, and promotion path for

every model artifact.

This domain covers model artifacts, open-source models, hosted models, adapters, fine-tunes,
datasets, eval sets, loaders, dependencies, registries, signatures, licenses, and artifact
promotion. [t matters when teams download, fine-tune, convert, host, or deploy models

outside a fully managed provider boundary.

Supply-chain review should follow the artifact from source to serving. The model file, loader,
container, dataset, adapter, and registry record all matter because compromise or confusion at

any step can change production behavior.

Ask for the model's bill of materials before reviewing performance. If the team cannot name source, license,

format, hash, loader, datasets, registry owner, and promotion path, the artifact is not review-ready.



EVIDENCE & AUDIT LOG SCHEMA

Capture the right signals. Make every decision traceable, reviewable, and provable.

What we capture Capture a consistent set of fields for every event |
e b alnle s 9l 8

@ User / Client
Requasts, prorn ; () eventid uwo Unique qvent identifar THDA..- [ LID FulRequests  Relrieved Context  Policy & Guardrail  Tool Calls & Decision Rationale  User / Reviewer

Response (redacted) & Documents Evaluations Results & Explanations Annotations:
timestamp 150 8601 When the event occurred (UTC) 2025-05-07T14:32:10Z = "
Application / API

Endpoints, parameters, configs actor Object Who or what intiated the event user_id, service_account, system ATDTTTE GEES
ul u:
actor_type B Typastacior usergendcd] cystm |iageat
Model / Provider
Model [D, version, routing i ] event_type Enum What happened prompt.create | poliey.check | tool.call | respons Accountability @ Compliance

Who did what, when,

component String urce component/service: ui | api | orchestrator | model | retriever A
and why

Retrieval / RAG
Queries, documents, indexes {J component_version String Version / build / model ID gpt-40-2024-0513 | v1.2.3 .
Investigation Risk Management
request id String ¢ 3 eque: req_8af3... Reconstruct events, Detect, monitor,
Tools / Actions find root cause and reduce risk

trace_id String Correlates across services trace_2cBe... (OpenTelemetry)
Function calls,

Continuous Improvement Transparency
Measure, learn, Prove decisions and
Palicy / Guardrails € context_retrieved JSON Retrieval results / context used ores, filters and harden build trust

Checks, decisions, overrides

input_summary String/JSON Redacted summary of inputs Prompt hash, do IDs, params.

policy_result Enum/. 7 poli i allow | block | warn, reasons —
RETENTION & PROTECTION
Keep it safe, available, and appropriately retained

System / Platform decision Enum 0 n e ste blocked | eror | escalated

AuthN/Z, output_summary String/JSON Redacted summary of outputs

risk_level Enum Assessed risk for the event low | medium | high | critical [J_ﬁ Immutable Write Encryption at Rest Access Controls &
S ] (woRM, Append-nh) andinTransit c Least Privilege
Human / Review - evidence_refs Array Links to artifacts / evidence (0g:/1... , s3:/1..., doc:l] =
Approvals, annotations, labels
notes String Additional details Free text / analyst notes r:‘ Retention Policies Secure Backups Data Minimization
(Time-based) & Replication &Redaction

EVENT FLOW (EXAMPLE) KEY PRINCIPLES WHAT NOT TO LOG EVIDENCE TO COLLECT LEGEND
One request, many audit events
Log everything impartant @ Sectets, APl keys, to Policy configurations & versions Event Flow

e content Guardrail rules & test results

) Redact secrets and Pi ® Full il or sens =
8 e @ -y @ =)~ ﬁ ()= v AR SaCTHIn 80 urRilor Correlation (trace / request)
Correlate across the stack ® Training data or model weights Model & prompt templates
Core Log Schema

User Retrieval Policy Model Tool Response Response Immutable and tamper-evids Irelevant high-volume noise Access & authorization logs
c c: o vidence & Uses
Piampt Query Shack ligocaor o Generstyd - Deliverad @  Queryable and exportable Transient debug without purpose System configs & change | Erdencel Uee

@ Retain as long as required Anything not needed for audit 5] Data lineage & provenance Protection & Retention
Correlated by trace_id / request_id

Unknown model provenance enters production.
Unsafe serialization formats execute code during load.
Licenses or use restrictions conflict with product use.
Fine-tuning data or eval data leaks sensitive content.
Registry controls allow unreviewed model promotion.

Adapters, quantized variants, or converted formats lose the review trail.



Model sources, download paths, hashes, signatures, cards, licenses, and release notes.

File formats, loaders, conversion tools, dependencies, and container images.

Dataset sources, fine-tuning records, eval sets, and synthetic data generation.

Registry permissions, promotion gates, rollback paths, and deployment records.

Vulnerability monitoring for model-serving dependencies and model packages.

Adapter, LoRA, quantization, conversion, and merge records.

Where did the model come from, and who approved it?

Can the team prove the artifact has not changed since review?

What code runs when the model loads?

What data was used to fine-tune or evaluate the model?

Which license terms, export limits, or use restrictions apply?

Who can promote, replace, or roll back a model?

Which derivative artifacts inherit the original review, and which need new review?



Hash and signature verification.

Unsafe format loading and dependency behavior.

Registry permission abuse and unapproved promotion.

Fine-tune data exposure and eval-set contamination.

Rollback from a bad model version.

Reproducibility of model lineage records.

Replacement of a reviewed model with an unreviewed adapter, container, or converted artifact.

Approved-source policy for models, adapters, datasets, and loaders.

Artifact integrity checks with hashes, signatures, and immutable registry records.

Safe loading formats and restricted deserialization.

Model intake review for license, provenance, data, intended use, and known risks.

Registry RBAC, promotion gates, rollback procedures, and monitoring.

Al bill of materials for models, prompts, data, evals, tools, and generated-code assets.

Review triggers for derivative model artifacts and serving-container changes.



EVIDENCE TO COLLECT

Model bill of materials.

Provenance and integrity records.

License review notes.

Registry access logs.

Fine-tuning data review.

Vulnerability and dependency scan results.

Promotion and rollback evidence.

Derivative artifact lineage records.

OUTPUT ARTIFACTS

Model supply-chain review.

Al bill of materials.

Model intake checklist.

Registry control assessment.

Remediation backlog.



RELATED SERVICES AND WORKBENCH TOOLS

Workbenc Artifact Analyzer, Surface Scanner, Al Control Crosswalk

h

Services Al Product Security Assessment, Product Security Baseline, Enterprise Al Security
Readiness

Handbook Al Supply Chain, Model and Provider Risk, Evaluation and Regression Testing

ARTIFACT: MODEL SUPPLY-CHAIN EVIDENCE

Produce an Al bill of materials, provenance record, license review, registry access evidence, and promotion-

control notes.
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