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MLOps risk lives in pipelines, notebooks, registries, credentials, and serving paths.

Inspect the training, evaluation, deployment, serving, experiment, secrets, and observability layers that move

Al artifacts into production.

This domain covers notebooks, experiment tracking, feature stores, data pipelines, training
jobs, GPU clusters, model registries, CI/CD, serving endpoints, secrets, [AM, environment
isolation, and rollout controls. It matters when Al artifacts move through engineering

platforms that can leak data, expose credentials, or promote unsafe models.

Review the platform as the factory that creates and serves Al behavior. A secure model can
still become an unsafe product if notebooks leak secrets, registries allow silent replacement,

endpoints are exposed, or experiment logs become a shadow data store.

Follow one model from notebook or training job to registry, deployment, endpoint, telemetry, rollback, and

incident response. Mark every identity and storage location the artifact touches.



MODEL SUPPLY-CHAIN BOM

Know what you run. Know what you depend on.

PrprOBPR

BOM PURPOSE

Inventory all components
that make the model work

Understand provenance,
licenses, and versi

Support security, compliance,
resilience, and audits

Enable impact analysis
and safe updates

BOM SCOPE (EXAMPLES)
Foundation / Base Models
Fine-tunes & Adapters
Data & Datasets
Prompt & Context Assets
Libraries & Frameworks

Infrastructure & Services

Tools & Integrations

People & Processes

SUPPLY-CHAIN RISKS
Compromised weights or code
Malicious training data

& incompatibility
Vulnerable dependencies
Untrusted infrastructure

Undisclosed model behavior

BILL OF MATERIALS (EXAMPLE)

NAME [ DESCRIPTION

1

SUPPLY-CHAIN LAYERS

8 -k — % QO —~ & — B

DATA SOURCES

MODEL CREATION

Pretraining data,
raining code,

base model

COMPONENT TYPE
Base Model Foundatien Model
Adapter LoRA
Training Data Dataset
Instruction Data Dataset
Evaluation Set Dataset
Training Code Repository
Model Weights Artifact
Config # Configuration
Framework Library
Serving Stack Library
Service

Guardrails Service

ICONTROLS & ASSURANCE
Source verification & attestations
SBOM for all runtime components
Vulnerability scanning
License compliance checks
Data lineage & quality checks

Evaluation & red teaming

ADAPTATION
Fine-tuning data,
PEFT/LORA,
instruction data

PACKAGING

VERSION /10 SOURCE/ PROVIDER

Liama 3.1 708 Instruet 08 Meta

Customer Support LoRA

CS Domain Q&A

Helpdesk Prompts v2

€5 Eval Suite

finetune-pipeline

tokenizer,sor
PyTorch
M

AWS (us-east1)

NVIDIA NeMo Guardrails

V23 Internal

202504 Internal
Internal
Internal
alb2cad GitHub (Private)
A sha2s6:8fda.. Internal
V31708 Internal Registry
PyTorch
VLLM Project

Amazon

NVIDIA

CHANGE & IMPACT MANAGEMENT
Track versions and changes

Assess impact before updates

Re-test & re-evaluate
Staged rollouts & rollback plans
Deprecation & end-of-life tracking

Communication & approvals

Public model endpoints or buckets expose artifacts.

DEPLOYMENT

Compute, serving
stack, endpoints,

LICENSE
ommunity
Proprictary
Proprietary
Proprietary
Proprietory
Apache 20
Liama 3 Community
Liama 3 Community
B50-3-Clause

Apache-2.0

WS Customar Agreamant

Apache:2.0

Notebooks hide execution state, secrets, and data exports.

CONSUMPTION

Applicatior
agents, workl
users

INVENTORIED.  RISK LEVEL
20250801
2025.08:02
2025.04-10 ® High
2025.04-12 ® Low
2025-04-15 ® Low

2025-04-11

20250502
2025-04-01
2025-04-20
2025:03-01

04-18

EVIDENCE TO COLLECT
Model cards & datashee
Training & eval reports

Lict es & terms.
Provenance records
SBOMS & dependency lists

Deployment & config snapshots

Training and serving environments share excessive privileges.

GPU and batch workloads create abuse, cost, or isolation failures.

OPERATIONS
Monitoring. evals,
upda d
response

NOTES.
Primary LLM
Domain adaptation
Contains Pil
Sanitized

1500 examples
PEFT + QLoRA
Quantized d-bit
Special tokens
Runtime

LLM Inf

Moli-AZ

Safety controls

Experiment tracking stores sensitive prompts, labels, outputs, or credentials.

PROVENANCE & DEPENDENCIES

Liama 3.1 708
(Base Model)

€S Domain Q8A (

Helpdesk Prompts v2
(Trining Date)

(instruction Data)

Customer Support LoRA
(Adapter)

Model Artifact
(Deployment Packag

NeMo Guardrails
(Guardrails)

AWS (us-east-1)
(infrastructure)

RISK SUMMARY

OWNERSHIP
Model Owner
Data Owner
Security Owner
Platform Owner
Operations Owner

Compliance Owner

Registry, endpoint, and CI/CD permissions let one role train, approve, and deploy.

4 1

Low  Unknown

LEGEND
Supply-Chain Flow
Dependency
Artifact / Component
Infrastructure / Service
Adaptation / Package

Process / Control




Notebook platforms, experiment tracking tools, feature stores, and model registries.

CI/CD workflows, build runners, deployment jobs, and service accounts.

Secrets in notebooks, environment variables, logs, configs, and artifacts.

Training data access, serving data access, storage buckets, and endpoint exposure.

Rollout, canary, rollback, and model-change approval controls.

GPU quotas, workload isolation, network egress, and job scheduling controls.

Which identities can train, register, deploy, and serve models?

Where do prompts, labels, embeddings, and outputs appear in platform logs?

Are dev, test, eval, and production environments isolated?

Can a notebook or job read production data or secrets?

What blocks an unreviewed model from serving traffic?

How are GPU abuse, quota exhaustion, and endpoint exposure detected?

Who can bypass staged rollout, canary, or rollback requirements?



Notebook secret exposure and hidden execution paths.

Registry promotion without approval.

Serving endpoint public exposure and weak authentication.

Cross-environment data and credential access.

Experiment tracking leakage.

Rollback and staged rollout controls.

GPU quota exhaustion, unauthorized job launch, and unexpected egress.

Environment isolation for development, evaluation, training, staging, and production.

Least-privilege IAM for notebooks, jobs, registries, and serving endpoints.

Secret scanning and credential vaulting for ML workflows.

Registry promotion gates, model-change approvals, and rollback playbooks.

Logging policy for prompts, outputs, labels, embeddings, and datasets.

GPU quotas, workload isolation, and abuse monitoring.

Separation of duties across training, approval, deployment, and production access.



EVIDENCE TO COLLECT

MULOps platform architecture map.

IAM and service-account review.

Notebook and experiment tracking findings.

Registry promotion records.

Endpoint exposure checks.

Rollout and rollback test evidence.

Quota, isolation, and egress control evidence.

OUTPUT ARTIFACTS

MLOps security checklist.

Platform control assessment.

Registry promotion review.

Serving endpoint findings.

Remediation backlog.



RELATED SERVICES AND WORKBENCH TOOLS

Workbenc Artifact Analyzer, Runtime Proxy, Surface Scanner

h

Services Product Security Baseline, Al Product Security Assessment, Enterprise Al Security
Readiness

Handbook Al Supply Chain, Logging_and Telemetry, Incident Response

ARTIFACT: MLOPS PLATFORM EVIDENCE

Produce a platform map, identity review, notebook findings, registry gate evidence, endpoint checks, and

rollback notes.

MLOps Platform Security AISECURITY.LLC
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