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Al privacy review starts where source data becomes prompts, embeddings, logs, memory, and derived

records.

Trace sensitive data from source collection through prompt use, retrieval, embedding, model calls, outputs,

memory, analytics, and deletion.

This domain covers privacy and data protection for Al systems: data minimization, purpose
limitation, sensitive data in prompts, embeddings, memory, logs, training, fine-tuning,
provider processing, retention, deletion, consent, and data-subject requests. It matters when
Al systems touch personal data, customer data, regulated data, employee data, or confidential

business records.

The applied review should follow data after it stops looking like the original record. Prompts,
chunks, embeddings, memories, eval sets, analytics rows, support traces, and provider logs can

all become derived records that privacy workflows miss.

Choose one sensitive data element and trace it through prompt use, retrieval, embedding, provider call,

memory, logs, eval data, deletion, and customer evidence.



Al-AWARE SECURE SDLC & RELEASE GATE

Build secure and tru:

1. PLAN & REQUIRE
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* Use case & value

» Stakeholder & user needs
* Alrisk classification

* Success metrics.

* Policies & constraints

+ Approval to proceed

Al-AWARE RELEASE GATE
All required criteria must pass for release

and re-validate.
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Model theft / IP leakage
Model inversion / membership
Hallucination / misinformation
Bias / unfair outcomes

Abuse / m

curity and trust in every step. No gate, no release.

2. DESIGN & ARCHITECT
Design for security,
safety, and reliability

Data strategy & governance
Model &

Threat modeling (Al-aware)
Controls & guardrails design
Evaluation strategy

Design review

) security

Threats addre:
Vulnerabilities fixed
Dependency scan clean
Secrets not exposed

Pen test (if in scope)

B testresuns

Secure coding & hardening
WAF / API protection

nput validation & output
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Secrets management
Least privilege access

Encryption in transit & at rest
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DUE Evaluation reports

3. BUILD & DEVELOP

< / > Build data, models,

and code securely

Secure coding standards
Data validation & lineage

Model training & tracking
Unit tests & static analysis
Secrets & dependency scan

Developer peer review

3 pATA PRIVACY

Data lineage complete

© Pl handling compliant

Access controls in place
Data quality validated

) Retention & deletion set

Robust training & v
Adversarial
Bias

Human evaluation

Policy-based quardrails

Confidence & uncertainty handling
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worthy Al systems. Prevent issues early, prove readiness, release safely.

4. TEST & EVALUATE

@ Verify quality, safety,
and robustness

Functional & integration test
Model evaluation & bias test
Adversarial & red teaming
Prompt injection testing
Safety & toxicity evaluation

Test sign-off
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GATE INPUTS (EVIDENCE PACK)
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Config as code

SAFETY & GUARDRAILS

Guardrails implemented
Prompt injection tested
Toxicity within limits

Refusal / fallback tested

Human oversight def

P

Change review & approvals

Immutable, repeatable releases

Prove it with evidence

Validate readiness
and compliance

Controls effectiveness check
sment update
Compliance mapping check
Documentation review
Hurman review & approval

Release readiness review

B compuiance

Palicy requirem

) Regulatory mapping OK
Audit logs enabled
Documentation complete

Approvals obtai

iy

Data lineage

ontrol (code, data, model)

&lineage

Test & eval report
e as code o

n & pen test repy

Mode! & data

G‘t

Prompts and logs store more personal data than the product needs.

Embeddings and derived records are missing from deletion workflows.

Approvals & gate records

Deployment & run lo

Automate where possible

Release approval (gate pass)
Dej
Runtime guardrails on

nent via pipeline

Feature flags / canary
Rollback plan ready

Announce & document

{G} OPERATIONS READINESS

Monitoring configured
Alents & runbooks ready
Rollback plan tested

$LOs / SLis defined

S22 Approvals & sign-offs
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Safety by Design

Human Oversight

Transparency

Accountability

Continuous Improvement

Provider settings allow retention or training use that conflicts with promises.

Memory stores sensitive facts without user control.

Privacy reviews miss retrieval, analytics, eval sets, and support tooling.

7. OPERATE & MONITOR
Monitor, learn, and
improve continuously

Performance monitoring

Drift & data quality monitoring
Safety & abuse monitoring
Incident detection & alerting
Feedback loop & retraining

Continuous improvement

GATE DECISION

PASS
Release Approved
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FAIL
Do Not Release
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288 Keep humans in the loop

Sensitive data moves into debugging, support, or analytics systems with weaker access controls.



Data categories entering prompts, retrieval, embeddings, logs, memory, evals, and providers.

Data-flow diagrams and records of processing.

Retention, deletion, and data-subject request workflows.

Provider terms, data processing settings, sub-processors, and regional processing.

Admin controls, user controls, redaction, masking, and access logs.

Support access, export paths, analytics events, and evaluation datasets.

What personal or sensitive data enters the Al system?

What derived records does the system create?

Can data be deleted from prompts, logs, embeddings, memory, evals, and analytics?

What provider processing promises does the company make to customers?

Which data is needed for the feature, and which is convenience capture?

What evidence proves privacy controls ran?

Who can access prompt, output, memory, and embedding records during support or debugging?



Sensitive prompt and output logging.

Deletion propagation into embeddings, memory, logs, and eval data.

Provider retention and training-use configuration.

Cross-border processing and sub-processor records.

Memory controls and user-visible deletion.

Unauthorized admin access to prompt and output records.

Data minimization at prompt assembly, retrieval, and trace capture.

Data minimization before prompt, retrieval, and provider calls.

Sensitive data classification for prompts, outputs, embeddings, memory, and logs.

Retention and deletion workflows that include derived Al records.

Provider processing controls for retention, training use, region, and support access.

Redaction, masking, access controls, and audit logs for Al traces.

Privacy review gate for new Al features and material changes.

Derived-record inventory for prompts, chunks, embeddings, memories, evals, traces, and analytics.



EVIDENCE TO COLLECT

Al data-flow review.

Data category inventory.

Provider processing notes.

Retention and deletion test results.

Memory control evidence.

Access log review.

Privacy remediation backlog.

Derived-record deletion and minimization evidence.

OUTPUT ARTIFACTS

Privacy and data-flow review.

Al data inventory.

Deletion propagation checklist.

Provider processing boundary statement.

Evidence map.



RELATED SERVICES AND WORKBENCH TOOLS

Workbenc Runtime Proxy, Al Control Crosswalk, Trust Scanner

h

Services Enterprise Al Security Readiness, Al Product Security Assessment, Al Security Operating
Model

Handbook Data Exposure and Privacy, Model and Provider Risk, Governance Evidence and Customer
Trust

ARTIFACT: Al PRIVACY EVIDENCE PACK

Produce data-flow notes, provider settings, retention checks, deletion proof, memory controls, and access

evidence.
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