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You cannot investigate an Al incident from the final answer alone.

Inspect whether traces can reconstruct prompt, context, retrieval, model, tool, policy, output, user, and

approval events.

This domain covers Al incident response, observability, telemetry, trace design, detection
handoff, forensic reconstruction, containment, model/provider change response, abuse cost
triage, near misses, and post-incident control updates. It matters when teams need to
investigate data leakage, prompt injection, agent misuse, model drift, retrieval failure, unsafe

output, or provider disruption.

An Al incident review should answer what the model saw, what the system retrieved, what
tools ran, what policy decided, what the user received, and what changed afterward. Without

that chain, the team can only guess at scope.

Run a tabletop with a synthetic RAG leak or agent misuse event. The pass/fail condition is whether the team

can scope impact and execute containment from existing traces.



RED-TEAM & RETEST LOOP

Continuously challenge, learn, and improve. Build resilience, reduce risk

RED TEAM CAPABILITIES

Human Red Team
Skilled testers. & subject matter experts

Automated Attacks
T adversarial generaty

Purple Teaming
Collaborate while testing

External Specialists
Independent perspective & validation

THREAT CATEGORIES (EXAMPLES)

Prompt Injection & Jailbreaks
Bypass instructions, leak system prompts

Sensitive Data Disclosure
Pl se raining data leakage

Model Misuse & Harm
llegal, unsafe, or unethical outputs

Bias, Fairness & Discrimination
Unfair or harmful treatment

ng. of ungrounded

Tool / Function Abuse
Excessive actions, unauthorized a

Supply Chain & Data Poisoning
Backdoors, tampering, contamination

RED TEAM METHODS (EXAMPLES) SAFETY & GUARBRAILS TESTED EVIDENCE & DELIVERABLES ROLES & RESPONSIBILITIES PRINCIPLES

Prompt Injection & Jailbreaks
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-y sarial Examy
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Maltimodal Attacks
Data Poisoning & Backdoor

Information

Pil / Secret Prote

Tool Use Restrict

DEFINE OBJECTIVES
& SCOPE

« Define goals & success criteria

pe model, data, features

+ Assets, assumptions, constraints.
+ Rules of engagement

REPORT & DECIDE

Summarize results & residual risk
Update risk register

+ Go/No-Go / Conditional Go

Document decisions & actions

RETEST & REGRESSION
VALIDATION

+ Re-run key tests & suites

+ Regression & benchmark

« Verify fixes are effec

* Test for new side-effects

New Model / Vorsion
Feature or capabifity change

Content Safety Filters

Refusal & Boundaries

Rate Limits & Controls

Privilege Escalation (Agents/Toals)

Human-in-the-Loop Escalation

Social Engineering Scenarios.

Output Groundi

Economic Abuse (Cost/DoS)

Policy & Con

(RAG)

ance Rules

CONTINUOUS IMPROVEMENT
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STRONGER MODEL
SAFER SYSTEM
TRUST EARNED
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©  REMEDIATE & HARDEN

+ Fix issues & close gaps

@ - Update policies & guardrails
 Improve data, prompts, tooling

LOOP
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DESIGN ATTACKS

& TESTS
Threat model & hypotheses
Adversarial techniques
Jailbreaks & prompt attacks
Data poisoning & leakage

Abuse & misuse scenarios

EXECUTE RED TEAM
ENG ENT
+ Manual & automated tests
Explore & escalate
Document findings

Rate severity & confidence

ANALYZE & PRIORITIZE
FINDINGS

- Impact & likeli

- Pri

+ Add detections & safeguards

LOOP DRIVERS

Environmental Change

Threats & landscape evolve

Red Team Plan & Rules of Engagement
Attack Library & Test Cases

Findings Log & Evidence

ment & Scores
Remediation Plan & Owners

Retest Results & Reports

ion Record & Sign-off

essons Learned

User Feedback & Incidents:

e remediation

RETEST & VALIDATION APPROACHES

Automated

Unit, integratio

Adversarial Benchmarks
Standard & custom evaluations
Safety Evaluations

Toxicity, bias, robustness, faimess

Canary & Shadow Testing
Limited release, monitor behavior

A/B & Regression Testing
Compare versions & measure impact

(®)  Gontinuous Monitoring

Drift, anomalies, and new ri

Gritical risk unresolved

Controls ineffective

+ Risk within tolerance:
+ Controls offective
+ Stakeholders approve + Rework required

+ Monitor in preduction Re

KEY RED TEAM METRICS

Coverage
% of assets, features, and threats tested

est after fixes

Findings
Total, by severity (C:
Fix Rate

sues remediated

I/ High / Med / Low)

Time to Remediate

MTTR for criticalrhigh issues
Resilience Trend
Improvement over time

Time-Based Cadence Q. Regotory Change

Scheddedre-test (o5 quurterl) S0 Newreqiemert stadeds

Red Team Lead
Plan, eoord
Red Teamers
Execute attacks and document
Blue Team / Defenders
Triage and ate issues
Product & Engineering
Fixissues and improve controls
Risk & Compliance

Assess risk and approve
Stakeholders / Approvers.
Make go/ no-go decisions

Logs capture outputs but not retrieved context or tool calls.

Prompt logs store sensitive data without access controls.

Incidents cannot be scoped by user, tenant, source, model, or time window.

Be realistic, not destructive

isk appetite

LEGEND
e with integrity — Flow -

] Plan & Design

Focus on impact, not volume Analyze a
O

Protect data & systems Validate

Collaborate & learn

Measure what matters

Improve continuously

Manual / Human

Automated / Tool

Containment actions do not include model, retrieval, tool, memory, or provider changes.

Lessons learned do not update controls, evals, or release gates.

Near misses disappear because they are not classified as Al security events.



Al trace schema, prompt logs, retrieval logs, tool-call logs, policy logs, and output records.

Access controls, retention, redaction, and privacy rules for Al telemetry.

Detection sources, alert routing, severity categories, and runbooks.

Kill switches, rollback paths, provider outage plans, and containment controls.

Post-incident review process and remediation tracking.

Near-miss intake, model-change history, provider status, and abuse-cost telemetry.

Can the team reconstruct what the model saw and did?

Which logs identify chunks, tools, approvals, model versions, and policy decisions?

Who can access sensitive prompt and output logs?

How are Al incidents classified and escalated?

Which containment actions are available for retrieval, agents, memory, and providers?

What changes after a near miss?

What evidence can be shared safely with customers or auditors after an incident?



Reconstruct a synthetic prompt-injection incident from logs.

Scope a RAG leakage event by chunk, user, tenant, and time window.

Trace an agent action chain through tool calls and approvals.

Validate log redaction, retention, and access control.

Execute kill switch, rollback, and provider failover drills.

Convert incident lessons into tests and backlog items.

Verify that a near miss creates a review record, owner, and control update.

Al trace schema covering prompt, context, model, retrieval, tool, policy, output, user, and approval

data.

Privacy-aware logging with minimization, redaction, retention, and role-based access.

Al incident categories and severity model.

Runbooks for prompt injection, RAG leakage, agent misuse, model regression, provider outage, and

data exposure.

Containment controls for disabling tools, sources, memory, prompts, providers, and releases.

Post-incident evidence-to-backlog workflow.

Customer-safe incident evidence package rules.



EVIDENCE TO COLLECT

Trace schema.

Log samples with sensitive data handling notes.

Runbooks.

Incident classification matrix.

Drill results.

Containment and rollback evidence.

Post-incident backlog.

Customer-safe incident summary and internal trace appendix.

OUTPUT ARTIFACTS

’ Observability/evidence plan.

Al incident response playbook.

Trace sufficiency review.

Containment checklist.

Post-incident remediation backlog.



RELATED SERVICES AND WORKBENCH TOOLS

Workbench Runtime Proxy, Adversarial Range, RAG Test Harness
Services Al Product Security Assessment, Al Red Team Validation, Al Security Operating Model
Handbook Logging_and Telemetry, Incident Response, Detection Engineering

DECISION - CONDITIONAL: FORENSIC SUFFICIENCY DECISION

If the trace cannot show prompt, context, retrieval, tool calls, policy decisions, and output, the team is not

ready for serious Al incident response.

Incident Response and Al Observability AISECURITY.LLC
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