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HANDBOOK STUDY COMPANION: STUDY FRAME

Use this chapter to build vocabulary, judgment, and role-readiness. Pair it with the Field Guide when you

need applied actions, checklists, and control execution.

STUDY FOCUS

Governance-to-engineering translation, control Al governance without engineering evidence is
ownership, evidence taxonomy, framework mapping, not an operating model and cannot support
release gates, and claim-readiness. buyer-facing assurance.

Study Outcomes

> Translate governance expectations into engineering artifacts.
> Explain evidence freshness, owner accountability, and claim-readiness.

> Separate policy language from controls that operate.

DOMAIN MAPPING

Al Governance, Risk, and Al governance, Trust Scanner, Al Security Sales
Compliance, Vendor Risk and Al risk, and Al Control Enablement, Al Security
Procurement compliance Crosswalk Maturity Benchmark
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CERTIFICATION AND ASSESSMENT BOUNDARY

This chapter supports training, diagnostic preparation, scorecards, interviews, and role-readiness evaluation.

It does not guarantee credential outcomes.

The Al governance program that produces polished documents but cannot answer which
systems are in production, who owns each control, and what evidence proves those controls
operated last quarter has a policy problem, not a documentation problem. Frameworks like
NIST AI RMF, ISO 42001, and OWASP LLM Top 10 describe what mature Al governance
looks like. They do not generate the artifacts. That work is engineering, and it requires

engineers.

The Al governance program that produces polished documents but cannot answer which systems are
in production, who owns each control, and what evidence proves those controls operated last quarter

has a policy problem, not a documentation problem.

Governance works in both directions. Policy intent must translate down through control
owners to engineering tests and technical evidence. Evidence must flow back up to satisty
audit obligations and inform executive decisions. The chain from corporate policy to audit

record is only as strong as the translation steps in between.



BOARDROOM-TO-BACKLOG EVIDENCE CHAIN

Strategy becomes reality through a verifiable chain of evidence.

2. GOVERNANCE 3. OPERATIONAL 4. ENGINEERING 5. TECHNICAL 6. AUDIT
T CORRORATRAQMCY CONTROL OWNER TEST EVIDENCE RECORD
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Leadership defines
security expectations
and risk appetite.

= Al security policy
= Risk appetite

* Compliance
obligations

KEY TAKEAWAY

Translate policy into
mandatory controls
and requirements.

+ Control framework
« Standards & guardrails

+ Control ownership

Assign accountability
and manage control
implementation.

= Control owner
* Implementation plan

* Resource allocation

Implement and execute
tests that validate
control effectiveness.

» Test cases
= Automation

+ CI/CD integration

If it's not in the backlog, it won't get built.
If it's not tested, it isn't real.
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Collect and store
verifiable artifacts
and results.

« Testresults
* Logs & metrics

+ Screenshots/
artifacts

:.—@

Retain evidence
for audit, reporting,
and continuous
demonstration.

« Evidence repository
« Audit trail
* Reporting & attestation

If it's not evidenced, it didn’t happen.

Close the loop from policy to proof.




CORE CONCEPTS



GOVERNANCE-TO-ENGINEERING TRANSLATION

Frameworks describe intent, but systems require implementation. A governance statement such as
"Al systems should be monitored for harmful behavior" must become concrete artifacts: telemetry
requirements, detection logic, owner assignment, alert thresholds, review cadence, incident
playbook updates, and evidence storage. Translation is the work of converting a policy expectation
into a control that operates inside engineering workflows. Without this translation, teams may

agree with the policy and still have no idea what to build.

Al INVENTORY AS FOUNDATION

Inventory is the first operational governance artifact because you cannot govern what you cannot
enumerate. A useful Al inventory includes system ID, owner, business purpose, user population,
data categories, model/provider dependencies, retrieval sources, tool access, deployment status,
risk tier, vendor involvement, and evidence links. It should connect to procurement, SDLC intake,
incident response, and executive reporting. A spreadsheet can start the inventory, but the

inventory must become a maintained control, not a one-time survey.

CONTROL OWNERSHIP

Every Al governance control needs a named owner who can operate it, produce evidence, and
respond when it fails. Committees can approve frameworks, but they cannot run retrieval
authorization tests or update eval suites. Ownership should be assigned to the team closest to the
control: Al engineering for evals, platform for model registry controls, product security for threat
models, GRC for evidence cadence, procurement for vendor reviews, and security leadership for
risk acceptance. Ambiguous ownership is one of the fastest ways for Al governance to become

theater.

EVIDENCE ARTIFACT TAXONOMY

Not all documents are evidence. A policy describes intent; a training record shows awareness; a
risk register records a decision. Control evidence proves that a control operated. Examples include
eval gate logs, model intake approvals, retrieval authorization test results, vendor assessment
closure records, incident traces, access review records, tool-call audit logs, release gate outcomes,
and exception approvals. A governance program needs a taxonomy that separates policy,

procedure, evidence, metric, and risk acceptance.

RELEASE GATES AS GOVERNANCE ENFORCEMENT

Governance becomes real when it changes shipping decisions. If a high-risk Al system lacks a
threat model, model approval, eval evidence, retrieval authorization, logging, rollback, or vendor
review, the release process should block launch or require explicit risk acceptance. Release gates
are how abstract governance requirements become operational boundaries. They also create

evidence that the organization enforced decisions, not just advised teams.



THE PRACTITIONER'S CHALLENGE

The political challenge is that governance often has executive visibility before engineering readiness.
Leadership may want a maturity statement, customer-facing assurance language, or board report before the
underlying controls exist. Practitioners must tell the truth without sounding obstructive: the organization
may have governance intent, but not yet governance evidence. That distinction can be uncomfortable, but it

is necessary.

The structural challenge is that evidence lives across many systems. Eval results may live in CI/CD, model

approvals in a registry, retrieval logs in observability tooling, vendor reviews in procurement, threat models
in security docs, and risk acceptance in GRC tooling. No single team naturally owns the full evidence chain.
Governance-to-engineering work requires a control registry that links these artifacts without forcing every

team into one tool.

The technical challenge is that Al controls are often new or unstable. Teams may not yet have standardized
eval outputs, model intake records, prompt logging policies, or agent tool-call traces. Framework mapping
can move faster than implementation. The practitioner must define enough structure to make progress while

allowing controls to mature as systems and threats change.



Start with inventory. Identify all Al systems, features, models, vendors, agents, retrieval indexes,
and high-risk workflows in production or planned for production. Record owner, purpose, users,
data categories, model dependencies, deployment status, and risk tier. If the inventory is

incomplete, say so explicitly. Inventory coverage is itself a governance metric.

Next, map frameworks to control objectives rather than copying framework language into a
spreadsheet. For each requirement, ask what system behavior would satisfy it. NIST AI RMF might
translate into inventory, threat modeling, evals, monitoring, and risk review. ISO 42001 might
translate into management system evidence, ownership, audit cadence, and continual improvement
records. OWASP LLM Top 10 might translate into product review tests, release criteria, and red-

team coverage.

Then assign owners and evidence. For each control objective, name the operational owner,
evidence artifact, collection cadence, storage location, and review process. Avoid committee
ownership. If no team can operate the control, the control is not implemented. If no artifact proves

operation, the control is not evidenced.

Build release gates around high-risk controls. Not every governance requirement should block
every release, but high-risk Al systems need clear launch criteria. Define blockers for missing threat
models, failed evals, unapproved model changes, absent retrieval authorization, broad agent
permissions, missing logs, or incomplete vendor review. Define who can accept exceptions and for

how long.

Create reporting that surfaces uncertainty. Executive reporting should not be a green dashboard
that hides weak evidence. Report inventory coverage, evidence freshness, open exceptions, high-
risk systems without complete controls, release blocks, eval trends, vendor review gaps, and

incident findings. The point is to support decisions, not reassure prematurely.

End by creating a feedback loop. Incidents should update controls. Red-team findings should
update evals. Vendor model changes should trigger review. New framework obligations should
become backlog items. Evidence gaps should become operating-model work. Governance is not a
document cycle; it is a continuous translation loop between obligations, systems, evidence, and

decisions.

A mature Al security function runs on three interlocking cadences. Weekly intake and triage
keeps current deployments governed and new deployments from slipping through intake.
Monthly evidence and gap review tracks control freshness and surfaces failures before
incidents make them visible. Quarterly strategy and reporting connects the operating model

to leadership decisions and external obligations.



Al SECURITY OPERATING CADENCE

Security is not a one-time project. It’s a rhythm of actions that builds and sustains trust.

WEEKLY MONTHLY QUARTERLY ANNUALLY CONTINUOUS

Monitor & Detect Assess & Prioritize Evaluate & Improve Validate & Assure Plan & Strengthen Learn & Adapt

Detect issues early and Assess risks and prioritize Evaluate controls and drive Validate resilience and Strengthen strategy and Embed feedback loops and
maintain situational awareness. remediation. continuous improvement. ensure program health. align for the future. adapt in real time.

* Monitor system health, Review eval results Run full eval suite Conduct red teaming « Conduct program review Feed findings into
usage, and anomalies and red team findings (safety, security, robustness) and adversarial testing and risk assessment evals and tests
* Review alerts and incidents Assess new risks Review control effectiveness Validate model updates * Update policies, standards, Update detections and

« Validate critical cantrols and policy changes Analyze trends and root and dependencies and roadmaps guardrails

« Triage and respond Priori zevand assign causes Review thlrdfpa.uty. « Validate car.nphance Share learnings across
remediation tasks Update guardrails and supply chain risks and attestations teams
Track action progress and tests Report to leadership « Set goals and budget Drive a culture of

for next cycle security and trust

METRICS METRICS METRICS METRICS METRICS METRICS

A [ Alerts reviewed identifi @ Eval coverage @ Red team findings @ Policy updates O Lessons implemented
Incidents openedyclosed Control effectiveness Vulnerabilities fixed Audit findings Guardrails updated
MTTR Tasks completed Trend score Assurance score Program maturity Culture score

CROSS-CUTTING i EDVER‘NANCE ’ E\IDE(NCE : TI:DMMUNI‘CA;IDN fNAI?LEMEN'L rc|m.:r=uAIN‘cz ,
: ! wnel Collect, retain, an ransparent upda rain teams anc Meet regulatory ane
THROUGH EVERY CADENCE e

and escalation paths organize verifiable artifacts and stakeholder alignment build secure by design contractual obligations

| A strong Al security program is built on cadence, consistency, and accountability.
KEY TAKEAWAY Follow the rhythm. Strengthen trust. Deliver value.




The foundational artifacts are the Al inventory, control registry, and framework translation
map. The inventory defines the governed population: systems, owners, data, models, vendors,
deployment status, risk tier, and evidence links. The control registry turns governance into
accountable operation by listing each control, owner, artifact, cadence, status, last evidence date,
and exception state. The framework translation map connects NIST AI RMF, ISO 42001, OWASP
LLM Top 10, EU AI Act risk tiers, MITRE ATLAS, and internal policies to the engineering controls
that actually satisfy them.

The operating artifacts are the evidence artifact taxonomy, release gate matrix, and risk
acceptance record. The taxonomy prevents teams from substituting policy documents for
operational evidence by defining what counts as proof for each control type. The release gate
matrix specifies which missing or failed controls block launch for each risk tier. The risk acceptance
record documents who accepted the risk, why, what compensating controls exist, when the

exception expires, and what evidence must be produced before closure.

The assurance artifacts are the Al governance evidence package, executive reporting
dashboard, and customer questionnaire response pack. The evidence package is the internal
binder that shows inventory, controls, owners, evidence, exceptions, and audit trails. The executive
dashboard summarizes posture without hiding uncertainty: coverage, freshness, open gaps,
incidents, vendor exposure, and release blocks. The questionnaire pack translates technical
evidence into customer-facing language without overclaiming maturity the organization cannot

prove.

Framework-to-Evidence Crosswalk

This crosswalk is an engineering evidence map, not legal advice. It uses broad framework
themes and maps them to artifacts that help a security team prove control operation. Legal,
compliance, and privacy teams should validate jurisdiction-specific obligations before public

claims are made.
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Synthetic Media and Identity Verification Controls

Synthetic media risk belongs in the handbook because it creates security decisions, not just
communications risk. Deepfake-enabled voice calls, synthetic interview candidates,
manipulated customer media, forged approval evidence, and generated documents can all
enter security workflows. The control question is not whether a team can perfectly detect
synthetic content. The control question is whether high-impact decisions rely on media or

identity evidence without an independent verification path.

Start by identifying workflows where audio, video, images, or remote 1dentity signals can
authorize action or influence trust: executive approvals, payment changes, hiring interviews,
customer onboarding, account recovery, fraud review, incident escalation, vendor instructions,
and legal or compliance evidence. For each workflow, define which media is advisory, which
media 1s evidence, and which media can trigger action. Anything that can trigger money
movement, access changes, employment decisions, customer account changes, or public

communications needs stronger controls than human intuition.

Minimum viable controls include out-of-band verification for high-risk approvals, liveness
checks for identity proofing, known-channel callback procedures, dual approval for unusual
financial or access requests, provenance or watermark review where available, vendor claims
review, and incident handling for suspected synthetic media. Human review should be treated
as one signal, not the whole control. Reviewers need context, escalation paths, and a clear rule

for when media evidence is insufficient.

Evidence artifacts should be lightweight but explicit. A Synthetic Media Verification
Record should capture the asset type, workflow, verification method, reviewer, decision, and
evidence retained. A Watermark Verification Log can record whether watermark,
provenance, or content authenticity signals were checked and what they proved. A Liveness
and Identity Verification Review should capture the identity workflow, vendor control,
fallback process, false-accept concern, and escalation path. For incidents, the Al Incident
Reconstruction Log should record media source, verification steps, decision impact,

containment, and follow-up controls.



Do not overclaim detection certainty. Use careful language: the organization applies

verification controls, reviews provenance signals where available, requires out-of-band

confirmation for high-risk actions, and records evidence for investigation. Avoid claiming that

a watermark, detector, or human reviewer proves authenticity by itself.

>

COMMON FAILURE MODES

Policy-First Theater: The organization writes policies before identifying systems, owners, and
evidence. The documents look mature, but teams cannot show how controls operate. Recover by
building inventory and mapping each policy statement to an artifact and owner. If no artifact

exists, the policy is aspiration rather than control.

Framework Spreadsheet Trap: Teams map every framework item to a status column and call the
program complete. The spreadsheet may be useful for tracking, but it does not prove operation.
Recover by requiring each mapped item to identify the system behavior, control owner, evidence

artifact, cadence, and storage location. Framework mapping is not the same as implementation.

Committee Ownership: Controls are assigned to working groups, councils, or governance boards
instead of operational teams. This creates meetings without accountability. Recover by assigning
each control to a named team that can operate it and produce evidence. Committees can review

posture; they should not be the only owners of controls.

Green Dashboard Drift: Executive reporting compresses uncertainty into reassuring status colors.
This happens when leaders ask for simplicity and practitioners avoid surfacing gaps. Recover by
reporting evidence freshness, inventory coverage, open exceptions, unowned controls, and release

blocks alongside status. A useful report helps leaders make decisions, not just feel safe.

Synthetic Approval Trust: A team accepts voice, video, image, or chat evidence as sufficient
approval for a high-risk action. This fails when media can be generated, replayed, edited, or
impersonated. Recover by requiring known-channel confirmation, liveness or identity checks

where appropriate, dual approval for high-risk actions, and a verification record.



[ ] Build an Al inventory with owner, purpose, data categories, model dependency, risk tier,

deployment status, and evidence links.

[ ] Translate each governance requirement into a concrete control objective and engineering

artifact.

[ ] Assign every control to a named operational owner, not a committee alone.

[ ] Define what counts as evidence for evals, model intake, retrieval authorization, vendor review,

incident response, and release gates.

[ ] Create a release gate matrix that blocks high-risk launches when critical evidence is missing.

[ ] Write a risk acceptance record format with owner, rationale, compensating controls, expiration,

and closure evidence.

[ 1 Define verification controls for media or identity signals that can trigger financial, access, hiring,

customer, or public-communication decisions.

[ ] Report inventory coverage, evidence freshness, open exceptions, and unowned controls to

leadership.

[ ] Convert audit, incident, vendor, and red-team findings into backlog items and evidence

improvements.

Handbook chapters: Chapter 1, Al System Inventory; Chapter 10, Logging and Telemetry; Chapter
12, Incident Response; Chapter 13, Evaluation and Regression Testing; Appendix, Field Kit and

Templates.

Field Guide: Al Governance, Risk, and Compliance; Al-Aware Secure SDLC; Incident Response and
Al Observability; Vendor Risk and AI Procurement; Secure Al Architecture Design.
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