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CHAPTER 14

Governance Without
Velocity Is Theater

AT RMF

DESIGN TO EVALUATION

NIST frames Al risk management across design, development,
use, and evaluation. Governance is only credible when it

produces operating evidence.

NIST Al RMF



Governance is not the existence of a policy.
Governance is the ability to prove that product

behavior changes when the policy says it should.

Many Al governance programs fail at this step.
They produce principles, committees, intake
forms, and policy language. The product
continues to ship unchanged. Agents gain tools
without permission review. RAG indexes ingest
new sources without authorization checks.
Model changes bypass evals. Exceptions stay

open. Telemetry does not prove what happened.

That is governance theater.

The Boardroom-to-Backlog Gap

A governance program can look mature while

the product remains unchanged.

The board hears about model risk, data leakage,
agentic action, and cyber acceleration. The
backlog shows feature tickets, vague review
tasks, and a policy link. Committees form.
Principles are approved. Training launches. The

policy exists. The product did not change.

That is the Boardroom-to-Backlog Gap. It closes
only when executive Al risk language becomes
engineering work: controls, tests, telemetry,

approvals, remediation, and evidence.

Policy that cannot reach
runtime is documentation: It sits
in meetings and compliance folders
but does not change product
behavior.

That is the governance failure this chapter is
about. A board can approve Al principles. A
committee can approve an intake process. Legal
can approve language. Security can approve a

risk taxonomy. None of that proves a high-risk

agent was blocked, a retrieval path was
authorized, a model change failed evals, a tool

scope was narrowed, or an exception expired.

NIST's Al Risk Management Framework
explicitly frames governance through the
Govern function—organizational structures,
policies, processes, and accountability as the
foundation for risk management. But the
product-security interpretation has to be
concrete. Governance must connect roles,
responsibilities, measurement, and management
to release gates, runtime policies, retrieval
checks, tool approvals, telemetry, exception
expiry, and evidence packages. Otherwise
governance remains above the system it claims

to control.

Each policy requirement must map to a product
surface, owner, enforcement point, test or eval,
runtime telemetry, exception path, evidence

artifact, and review cadence.

The AI Product Security Control Registry is the
operating artifact that connects policy to
enforcement, telemetry, evidence, exceptions,
and backlog work. It is not a spreadsheet for

auditors.

Governance Needs Velocity

Governance fails when it moves at committee
speed while product changes move at

deployment speed.

If the policy says high-risk model changes
require evals, the release system must know what
evals block. If the policy says agents require
approval for irreversible actions, the runtime
must enforce approval. If the policy says
sensitive data cannot cross tenant boundaries,
retrieval must authorize before context
construction. If the policy says exceptions

expire, dashboards must show exception age.



Velocity does not mean approving faster. It
means the control can keep up with the product.
A control that works only after a quarterly
governance review will not help a product team
shipping model versions weekly, pushing
prompt changes daily, adding tools on demand,
and deploying agents in sprints. The bottleneck

becomes the review cycle, not the risk.

The product surface that matters most is the one
that changes fastest. Prompts change faster than
code. Retrieval sources change faster than
models. Tool scope changes faster than
infrastructure. The governance system has to
match that velocity, or it becomes a compliance

theater—documenting risk instead of reducing it.

EXPLOITABILITY

@ BURN-DOWN DASHBOARD
Focus on what attackers can reach
and what we can fix—now.

@ criTicaL
Immediate action

@ HiGH

Action this week

PRODUCT / @ EXPOSURE @ REACHABLE % CRITICAL
SERVICE Internet exposure VULNS DEPENDENCIES
& attack surface Reachable & High-risk 0SS
exploitable & third-party
E Checkout Service [ wieH ] CRITICAL [ weh ]
Ry Public / Internet 23 6
(7 critical) (2 critical)
o Customer Portal (o HicH
() Web App Public / Internet 12 4
(3 critical) (1 eritical)
P Analytics API MEDIUM MEDIUM MEDIUM
Al nternal apy IP Allowlist 5 3
(1 critical) (0 critical)
B Mobile API [ wicH ] MEDIUM MEDIUM
Public API Public / Internet a 2
(0 critical) (0 critical)
{:} Internal Admin [ Low ] Low LOW
Back Office VPN / Corp Net 1 1
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PORTFOLIO SUMMARY
REACHABLE, EXPLOITABLE PATCH SATCRITCAL)
® @ 2 Critical VULNS
@® 6High
0,
4 Medium 45 total 78 /o Met
® 3Low 11 Critical Target: = 90%

@ 0None/NA

X HOWTOUSE Prioritize rows with CRITICAL or HIGH across multiple columns.

Speed tests are concrete. A new high-risk agent
tool cannot be used until manifest, token scope,
runtime policy, approval rule, and log event
exist. A new sensitive RAG source cannot enter
production until permission model, ACL sync,
deletion behavior, and retrieval audit exist. A
failed prompt-injection eval blocks release or
requires an exception with owner, reason, and
expiry. A model/provider change needs a change
record, eval result, and owner approval before
promotion. An expired exception must close,

renew, or escalate.

MEDIUM
Action this month

® Low

Monitor

@ PATCH SLA
% critical vulns

@ NONE/NA
Not applicable

() OWNER
£ Accountable

%

@ EMERGENCY
READINESS

BURN-DOWN GOAL

Reduce reachable, exploitable
risk every sprint.

AI-AGENT

) priviLeaEs

within SLA service owner Exploit playbooks, Agent access level
runbooks, drills & blast radius
3% @ A. Bennett HIGH CRITICAL
@payments Playbook: Yes Write DB, Refunds,
SLA: 72 hrs Drill: 45 days ago Secrets (Wide)
51%, @) J. Wu -I : :. HIGH
% @platform Playbock: Yes Read/Write 3,

Tickets (Medium)

SLA: 72 hrs Drill: 30 days ago
92% (SR S. Rao MEDIUM MEDIUM
\_/ @data Playbook: Partial Read Data,
SLA: 7 days Drill: 90 days ago Dashboards (Narrow)
5, ) M. voris Lo low
@mobile Playbook: Yes Read Only,
SLA: 7 days Drill: 120 days ago No Write (Tight)
@ @ T. Lewis Low Low
(ESdmi Playbock: Yes Read Only,
SLA: 30 days Drill: 180 days ago No Privileged Access
MEAN TIME TO REMEDIATE

@ (CRITICAL)

3.6 Days

Target: < 3 Days

Track burn-down every sprint.

2 AI-AGENT HIGH / CRITICAL
BLAST RADIUS ~

2 Services

Reduce to < 0

Escalate aging items and missed SLAs.

TREND (30 DAYS)

0,
-27%.
Reduction in reachable
critical vulns

FIGURE 1: EXPLOITABILITY BURN-DOWN DASHBOARD: TRACK THE RATE AT WHICH DISCOVERED Al SECURITY
RISKS MOVE FROM SIGNAL TO EVIDENCE TO PATCH TO VERIFICATION, REVEALING WHETHER THE
ORGANIZATION IS ACTUALLY REDUCING EXPOSURE OR JUST CREATING NOISE.



Governance Proves Itself Through
Product Changes

Governance is not real until it
stops something, changes
something, or explains

exists only when it is enforced in
Cl/CD, runtime, approval flows,
and evidence logs.

This is not bureaucracy vs speed. This is
enforcement vs documentation. Governance

that cannot stop a release, require a control,

something in the product: Policy

enforce a policy, or prove an exception expired is

not governance. It is compliance theater.

What matters to executives is not the policy
language. What matters is that the organization
can see which Al systems are running, which
ones have problems, which controls are active,
which exceptions are open, and which product
changes are due to governance decisions. The
executive dashboard should show: which
systems were added, which gained new
authorities, which evals failed and blocked,
which exceptions aged, and which findings
moved from signal to decision. These are proof

artifacts, not status narratives.



THE MYTHOS-READY PRODUCT SECURITY MATURITY MODEL

A six-level journey from ad hoc AppSec to an autonomous-but-governed security control plane.

LEVEL DESCRIPTION KEY CAPABILITIES OUTCOMES
AUTONOMOUS- Autonomous risk discovery and prioritization @ Minimized exposure window
BUT-GOVERNED F. - :

agents execute within guardrails -
SECURITY CONTROL PLANE C’é Autonomous prevention and

Security is an intelligent, adaptive

Palicy-as-code with dynamic enforcement

response

]
control plane embedded across Continuous threat modeling & validation ?z.d)' Adaptive to emerging threats
the product lifecycle.
Self-healing and automated response @ Measurable risk reduction at scale

Proactive, self-improving, and
continuously governed.

QOCCERP

Real-time assurance with closed-loop learning

&

Trusted, resilient, and auditable
by design

Al-AUGMENTED Al-assisted vulnerability research & triage (S .

“ls Faster discovery to fix
DEFENSIVE FACTORY

Automated exploitability assessment

5’9 Higher accuracy, lower noise

Al enhances every part of the
; : Intelligent fix recommendations & PRs
defensive value chain. ~ N .
81  Consistent policy enforcement

High-velocity security with
human oversight and strong
governance.,

CONTINUOUS EVIDENCE
PIPELINE

Security is continuous and
evidence-driven across the
product lifecycle.

Decisions are based on
exploitability and context.

RISK-BASED
PRODUCT SECURITY

Security is embedded in product
thinking and driven by risk.

Focus on what matters most
to the business and attackers.

SCANNER-DRIVEN
APPSEC

Reliant on point-in-time scans
and manual processes.

Findings are noisy, slow,
and inconsistent.
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Paolicy-driven agent workflows
Continuous verification in CI/CD

Metrics-driven risk-based decisioning

Continuous vulnerability discovery
Exploitability & reachability analysis
Ownership, SLAs, and risk acceptance
Secure SDLC with shift-left + shift-right
Dashboards, trends, and reporting

Integrated telemetry & feedback loops

Asset & data classification

Threat modeling (product-centric)
Risk-based vulnerability prioritization
Dependency & supply chain management
Security requirements & guardrails

Security champions & training

SAST/DAST in CI (basic)
Dependency scanning
Vulnerability tracking (basic)
Manual triage & ticketing

Ad hoe policies and standards
Limited metrics and reporting

3
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)
©

BB Q@

Improved developer productivity

Proactive risk reduction

Real-time risk visibility
Data-backed prioritization
Predictable patch velocity
Accountability and transparency

Audit-ready evidence

Reduced business risk

Better prioritization

Stronger secure design
Improved developer awareness

Fewer high-risk surprises

INCREASING MATURITY, AUTOMATION, AND BUSINESS IMPACT

Some visibility
Inconsistent remediation
High false positives
Siloed tools and teams

Long patch cycles

&~ Manual assessments ) High risk and exposure
AD HOC APPSEC g p
Security is reactive, siloed, .":'.I.I Lo D o rejees %) Unpredictable outcomes
s ; Spreadsheets & email
and dependent on individual p ' ¢ Slow to respond
E 2) o consistent process "
expertise. Sl “1 Knowledge in individuals
No repeatable process. ©  Firefighting mode || No measurable improvement
FOUNDATIONAL PRACTICES AT EVERY LEVEL
= | Q| B | B 5 o
7 =
Leadership Security Privacy & Identity & Access Audit & Culture &
Commitment Governance Compliance Management Legging Enablement

FIGURE 2: MYTHOS-READY PRODUCT SECURITY MATURITY MODEL: ASSESS ORGANIZATIONAL READINESS
ACROSS SYSTEMS, CONTROLS, EVIDENCE, AND GOVERNANCE VELOCITY TO UNDERSTAND WHERE THE
CONTROL PLANE IS MATURE AND WHERE IT STILL REQUIRES WORK.



The control registry carries the field-level detail:
policy statement, product surface, enforcement
point, evidence artifact, last verified date, owner,
and exception state. The registry is not a static
document. It is the product-security operating
system. Every line is actionable. Every exception

has a date. Every test is automated or scheduled.

Data Trust Is the Operating
Model's Foundation

Al security depends on data trust. Many
organizations separate "Al security” from "data
governance" as though they were different
problems. They are the same problem viewed

from different angles.
The control plane must span:

o Data Classification: Which data classes can
each Al system read? Which are restricted,

sensitive, or regulated?

o Retrieval Authorization: Before context
enters the model, was the data access
eligible? Did the user have permission in the

source system?

o Metadata Quality: Who owns each data
source? When was it last updated? Is it stale,

poisoned, or shadow knowledge?

o Lineage and Provenance: Where did this
chunk come from? Has it been reclassified?

Is it still accurate?

o Access Trails: Who asked what? What
context did the model receive? What was

logged?

o Ownership and Escalation: When a data-
source permission changes, who is notified?
Who updates the retrieval authorization

rules?

o Incident Response: If cross-tenant leakage
is discovered, who investigates? How do we

prove which users were exposed?

In Al systems, bad data is not only a quality
problem. It becomes a security input, an
authorization boundary, a compliance artifact,
and sometimes an attack surface. A model
trained on poisoned data or receiving falsified
context will produce unreliable output. A model
with access to data outside its tenant scope

violates data governance.

Therefore: Al security, data security, and
governance evidence are now one operating
model. The control plane inventory includes
data sources and their classification. Threat
modeling includes data trust failures. Authority
graphs show data access boundaries.
Authorization checks enforce data eligibility
before retrieval. Telemetry logs prove what data
the model received. Exceptions are marked when

data sources are reclassified or retired.

The organizations that get this right do not have
separate "Al governance" and "data governance"
teams. They have a unified evidence engineering
function that proves observability and control
across all three: system behavior, data access, and

policy compliance.

Governance Failure Smells

Watch for these signs that governance is

becoming theater:



SMELL

Committee exists but
no blocking gate

Policy exists but no
telemetry

Risk accepted without
expiry

Eval fails but release
proceeds silently

Owner named but
cannot change product
behavior

Exception register
exists but never
expires

Dashboard reports
maturity but no
evidence artifacts

WHAT IT LOOKS LIKE

Approval process runs, meetings happen, decisions are made.

Releases proceed even if the committee objects.

Written policy says high-risk agents require approval. No logs
show whether approvals happened or which agent was
approved.

An exception is granted for pilot use. Six months later, the
exception still applies and the temporary decision became
permanent.

CI/CD runs an eval, the eval fails, no human sees the result,
and release continues.

Governance names a RAG authorization owner, but that owner
cannot change runtime policy, block release, or deploy a fix.

Spreadsheet tracks exceptions, but expiry dates are never
enforced. Some exceptions are years old and never reviewed.

Monthly governance report says control-plane maturity is
high, but there are no eval results, approval records,
telemetry, or exception evidence.

WHAT IS MISSING

A mechanism that
actually enforces the
decision.

Structured logging that
proves the policy is being
followed.

An expiry date, review
date, and escalation path.

A watched gate with
escalation or exception
handling.

Authority that matches

the ownership record.

A live exception process,
not a static list.

Evidence artifacts, not a
maturity opinion.



GOVERNANCE THEATER ANTI-PATTERN MATRIX

What it looks like vs. what'’s actually missing

WHAT IT LOOKS LIKE WHAT’S ACTUALLY MISSING

Committee exists
Meetings happen. Minutes are taken.

0
R

(=]

Policy is written
Documents are published and versioned.

Risk is accepted

Risks are recorded in a register.

Evaluations are run
Tests execute and results are stored.

Owners are named
Someone is assigned as the owner.

Exception register exists
Exceptions are documented.

A a o o o
I o © > m
Q0001000

Dashboard shows maturity
Reports look good. Metrics trend up.

(~]
o
=
=

o

0 No blocking gate HZZZZI
Committee cannot stop unsafe releases. (%]
0 No telemetry e
No data to prove the policy is followed. ]
e No expiry —
Risks live forever with no review date. Rl
0 Failures don’t block release 4@
Releases proceed despite failed evals. 79
e Owner cannot change behavior E‘
No autherity or controls to enforce change. 2 Q
e Exceptions never expire @
No sunset, no review, no accountability. 0

0 No evidence behind numbers :( -é
(]

Numbers aren’t tied to verifiable proof.

Governance without enforceable controls, telemetry, and expiry is theater.
It creates the illusion of safety while risk compounds in the dark.

FIGURE 3: GOVERNANCE THEATER ANTI-PATTERN MATRIX: THE SEVEN SIGNS THAT GOVERNANCE IS
BECOMING THEATER—COMMITTEE WITHOUT BLOCKING GATE, POLICY WITHOUT TELEMETRY, RISK WITHOUT
EXPIRY, EVAL FAILURE WITHOUT ESCALATION, OWNER WITHOUT AUTHORITY, EXCEPTION REGISTER WITHOUT

ENFORCEMENT, MATURITY SCORE WITHOUT ARTIFACTS—AND WHAT'S ACTUALLY MISSING.

SOC-Facing Detection Is Part of
the Control Plane

The control plane is not mature until the SOC

can see it.

Detection engineering for Al systems requires
different signals than traditional security

monitoring. A SOC needs to detect anomalous

model behavior in the same way it detects
unauthorized database queries or unusual API
calls. The instrumentation must be standard, the
events must be structured, and the signals must

map to observable risk.

Al detection should cover:



SIGNAL

Prompt Injection Attempts

Indirect Prompt Injection

Guardrail Bypass Attempts

Tool-Call Escalation

Sensitive Data in Output

Retrieval Anomalies

Anomalous Model Behavior

Unauthorized Provider/Model
Usage

Token Volume / Cost Spike

Identity or Token Misuse

PATTERN TO MONITOR

User input contains "ignore previous instructions" or hidden directives.

Retrieved content looks like normal data but contains system prompts or role-
change commands.

Similar prompt variations keep testing safety boundaries.

The agent invokes tools outside its approved scope or with overbroad parameters.

Output includes PII, confidential classification, or cross-tenant data.

One question triggers unusually broad context or unusual source selection.

Output becomes evasive, contradicts training, or refuses known-safe questions.

The system calls an unapproved model endpoint or a deprecated version.

A session consumes unusually high token counts or costs.

Tokens are used from an unexpected source or forwarded to another system.

SOC DETECTION SIGNAL TAXONOMY

10 Al Security Signals Every SOC Must Monitor

CATEGORY SIGNAL WHAT IT LOOKS LIKE (PATTERNS) SEVERITY INVESTIGATION PATH
1. Diract Prompt Injection B Us.er attempts to overrufje system \r'mstructlons ©®e® HGH O\ Inspect pt:ompt & model response
+ Jailbreaks, role-play, or ignore-previous prompts Trace session, user, and context
OQ 2. Indirect / Data Injection = Malicious instructions in retrieved documents, ®9® HGH O\ Trace retrieval sources
INJECTION emails, tickets, or web content Analyze documents and embeddings
ATTACKS K i i .
@ 3. Guardrail Bypass ftieniLsolavade satSc)iltarsicheontant @@ ® MEDIUM O\ Review guardrall logs & model config
restrictions using obfuscation or encoding Validate filter triggers and overrides
=1 4. Sensitive Data « PII, secrets, internal data, or regulated content ®0® HGH Inspect output & data lineage
@ = Q in Output « Data exfiltration via model responses Classify data and assess impact
DATA G SaRetfiavallAnofnalies » Unusual sources, volumes, or cross-tenant access s MEDIUM Analyze retrieval logs
LEAKAGE ,], ) « Retrieval from unauthorized locations e ; g Check sources, permissions, and scope
<> éy 6. Tool-Call Escalation . Mo'de\ calls high-impact tools in.app.ropriately ®®® HGH m Re\fiew t.nolvcall traces
@ » Writes, deletes, or changes outside intent (=] Validate intent, parameters, and result
UNAUTHORIZED @ 7. Unauthorized Provider / = Use of unapproved models, plugins, or providers @ee® HGH Q Check allowed provider list
ACTIONS Model Usage = Shadow Al or unsanctioned integrations Verify registry, approvals, and contracts
D H /\/ 8. Token / Volume Spike - Sudcfen increase in tokens, .requf-;-sts, or sessions P MEDIUM UUU Analyze us‘age & session patterns
0 « Possible abuse, loop, or exfiltration attempt UL Correlate with users, features, and events
RESOURCE . 5 A N
ANOMALIES @ 9. Cost Anomaly » Unexpected increase in cost or spend rate o0 MEDIUM @ Review cost by model / provider / user
+ May indicate abuse or runaway processes Identify driver and contain
8 5 « Stolen tokens, session hijack, or replay Investigate identity & token activity
10. Token / Identity Abuse HIGH
IDENTITY p 2 « Anomalous geolocation or impossible travel .9, Revoke, rotate, and notify
MISUSE
HIGH ® ® ® MEDIUM o0 ® oW i i
SEVERITY LEGEND o0 ‘ " A . All 5|gna.le Shol:lld feed into case management,
Immediate action required Investigate and contain Monitor and trend correlation logic, and response workflows.

FIGURE 4: SOC DETECTION SIGNAL TAXONOMY: THE 10 Al SECURITY SIGNALS SOC TEAMS NEED TO MONITOR,
CATEGORIZED BY THREAT TYPE (INJECTION ATTACKS, DATA LEAKAGE, UNAUTHORIZED ACTIONS, RESOURCE
ANOMALIES, IDENTITY MISUSE) WITH PATTERNS AND SEVERITY INDICATORS FOR OPERATIONAL SECURITY

MONITORING.



These signals do not require perfect
classification. They require structure that the
SOC can alert on and that security engineers can
triage. The control plane matures when
detection is not an afterthought but a core part
of the operational model: what events does each
layer of the control plane emit? What would

prove a control failed?

The Control Plane Meets External
Commitments

Governance cannot stop at internal policy.

Once Al systems influence product behavior, the
company's external language becomes part of
the control surface. Customer contracts, trust
centers, privacy promises, security
questionnaires, regulatory statements, Al
disclosures, and sector commitments now
directly govern what the system must do and
what the company must prove. A trust-center
claim about data deletion, a contract term about
model training, a privacy notice about human
oversight, or a customer questionnaire answer
about vendor routing—each one translates into a
control requirement, an evidence expectation,

and a governance artifact.

The next chapter introduces the governance
lawyer as the operating partner who converts
that language into controls, evidence, and
accountable risk decisions. This is where internal

governance meets customer trust.

Detailed control-registry templates, policy-
to-backlog translation procedures,
governance maturity models, executive
scorecards, and SOC detection rule examples

—in Appendix L.
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